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A Sequential Aggregate Signature Authentication Scheme Based on
Blockchain for Crowdsensing System
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(School of Computer Science , Shaanxi Normal University, Xi’an, Shaanxi 710062, China)

Abstract: Due to the single point failure and opacity of certificate issuance in traditional centralized authentication
mechanism, it is difficult to apply to crowdsensing system with high autonomy and dynamic variability. In order to solve
this problem, a lightweight authentication mechanism based on blockchain and a new sequential aggregate signature scheme
is proposed in this paper. The combination of the two can implements a peer-to-peer de-centralization authentication. In our
authentication mechanism, the blockchain acts as a de-centralized underlying storage database for recording keys, certifi-
cates, signatures and all other related information. Users can prove the authenticity of their identity with the sequential ag-
gregate signature in the public key certificates of other nodes and establish creditable certificate chains. To solve the prob-
lem of long public key length and low verification efficiency in the existing sequential aggregate signature scheme, a new
scheme for sequential aggregate signature is proposed based on BLS short signature scheme and its unforgeability is proven
under the sequential aggregate certified-key model. This paper also discusses such security properties of the schemes as pub-
lic verifiability. Compared with other existing sequential aggregate signature schemes in the computationally complexity,
the new scheme is more acceptable to the low bandwidth environment of crowdsensing system in that the length of public
key and signature is independent of the number of users.
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EUXF R B R M e MO 1 BLAE A 1R G 2 441 10]
AR Z N R A SRR I A R B S
WEFEL  IF HLBR T HRERA SIS, R AL T4
FIAUESZR CH.

H T 7 58 10 3R 6 28 44 B ik B 1k AT P By B A
Ao — P W PR B PR FIUN I 14 8 M IR B F
S E N1 WE PK| =M=, X T 1<i<C, PK[i]=
U,e G,M[ile{0, 1}", M| PK"=PK[l]=U,,M = MTl].

PeikE BARE L) A5 BIH R ETRANEE M
FUGE BR8P 2844 (S, S, ). BRI 7=

S S f[(h (S;)XI)_I,S2<—S;.
Bl , PRAELE B RUEANF
e(S,.g) e(5,. @, )n)il

—e(S.g) (S5 W) - Qe(h?:g)_‘ - H((S)g)

* - X -1 - *\ Y -!
~e(sig)- Te(wre) - TTe((s) ")
i=2 i=1

14 -1

e(si.e) - TTe(s:.0) " T e(n.v)
ﬁe(hi’ Ui) : ﬁe(hiv U, )71

i=1
=e(h1,U1)

Wk FIRTHEATLAE (S, S, ) A T AN
B MR R kRSB PR A sk s 4, b s, B BLS
B TR, S, NS LA AR . O T A
HXE M ERBEA AN, Pk B k& A &kt
ML, LS 0=(S,, S, ) /& — A JLIY
ST BLS DN 2544 . PhARE Bk [l 45 I 2 1 i xk;

L DA R T DU B A D s R
F, BEEE BAULRIREALED, Bl e'=e. BEARH B ZRMZE 4
W RE S BT A RRNETFRAE ST —2, 1
q'=qs PRIRHF B IIiE 1T A& A (aE 17 Al
AL B A B A AT T RS A A — K B AR A
AT LATE OQ) B[R] P AR B8 B, B — RS 25 24 A il ]
PAFE O(n) s} 18] PN 52 1 , B 2 0 45 SR 1T DL 3 A 76 O(n)
AR P A O A5 3, B ¢'=t + O(q .+ nq s+ n).
4.3 HEERIESH
4.3.1 EXdik

AT FE v, BT DO 2 v i 2% i 9 503E o DX B
&P PR A ST (PK, SK) L 3 i By 45 2 S A T
9 5 PKATID fHIE A3 Cert, I Cert & fii 2 X HegE {1
A7 E S Cert B SCPEE 131 S 00 AH P BA &4 T
AR BA S BPAFAERGEE =25 KEHME

R U AR )2 A A B P DR IE A UE i R A
A1 NG NG RA
4.3.2 AFWIEMH

KT ET, BE2E SHIE R TEA N ESL
PEAFAE R, T IS TP IRAIE & 26 3 B sk, 32035 vl LUK
INFFRTH B T (PK M, 0=(S,,S,)) K ik L1
AR =08 = U R OE % X eS,.9)-

{+1 ! (+1
[S HU,-] = T Teth, U5 A0S e (F AT LA 5

SR SE S 2 A RO RAIE . B AR SO REA A
TR uEE
4.3.3 AHFIANE

P B 1 UE R AT AR SCH PRG54 T R0 T
BATR T s v IR, B2 TR 36 UE M v AT AR AT n] {5
B =BT AT RIS A E W By . B DL A SCH P 3R
G ITRAA R ARINE.
4.3.4 HEHWH

WA ST R 5 I M T 0 R AOR
AT A . R 2 M OCAF S5 I ARG LR . n RS
HEBR LR E, TR MRS 2 5 B, R BE L
MR E, R T  L, Fom b e £ K
J& 5 Ly FEs AU AR R I BE

F2 HEURER

VES ANHKE (¥ AN Loany & VT];E %ﬁ
[10] L L, 2nE, RSA
[11] Ly+(n+1)Ly 2L, 2E +/nk(2E,) | CDH
[13] 2L, 4L, nEg+nE, LRSW
[14]-1 1L, 8L, 8E +4nE, Static
[14]-2 13L,, 6L, 6E ,+3nE, Static
[15] (n+2)Ly (n+1)L; | 4E;+(n+2)E,, | CDH
AL L 2L, (n+2)E, CDH
5 ZERIE

ARTCHRE 1l [ AR 9 265 Y 2 T X B A B
BIUGERLE], RS T — A PR B4 %,
Pr T OT R 2wt . A SO XREERAR S AH P RE
BTSSR B DXCERBE BT BAT YA AT BL ok AT o
AR R SE B T X ABIER R A S A B AGIES AR
TN R . UEFLE R M K AT LA TT 2 W R A7
JRCTE X Pk e, F P AT LIS AT A if e THEA %
2 AN T8 W ) A

ARSCHR Y S O AERLE R 25 T AR IR
RESL, T HIP By 8 IR AR B BB FATE OR3P AT
Lo e TR TAR AR, 25 pEm i AP AR AR S
B A4 AT, R )Xo 2 P )2 A PRURIBEURA PR 47
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